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Abstract— Future many-core platforms present scalability
challenges to VMMs, including the need to efficiently utilize
their processor and cache resources. Focusing on platform
virtualization, we address these challenges by devising new
virtualization methods that not only work with, but actually
exploit the many-core nature of future processors. Specifically,
we utilize the fact that cores will differ with respect to their
current internal processor and memory states. The hypervisor, or
VMM, then leverages these differences to substantially improve
VMM performance and better utilize these cores. The key idea
underlying this work is simple: to carry out some privileged
VMM operation, rather than forcing a core to undergo an
expensive internal state change via traps, such as VMexit in
Intel’s VT architecture, why not have the operation carried out
by a remote core that is already in the appropriate state? Termed
the sidecoreapproach to running VMM-level functionality, it can
be used to run VMM services more efficiently on remote cores
that are already in VMM state. This paper demonstrates the
viability and utility of the sidecore approach for two VMM-level
classes of functionality: (1) efficient VM-VMM communication in
VT-enabled processors and (2) interrupt virtualization for self-
virtualized devices.

I. SIDECORES: STRUCTURING HYPERVISORS FOR

MANY-CORE PLATFORMS

Virtualization technologies are becoming increasingly im-
portant for fully utilizing future many-core systems. Evidence
of this fact are Virtual Machine Monitors (VMMs) like Xen [1]
and VMWare [2], which support the creation and execution of
multiple virtual machines (VMs) on a single platform in secure
and isolated environments and manage physical resources of
the host machine [3]. Further evidence are recent architecture
advances, such as hardware support for virtualization (e.g.
Intel’s VT [4] and AMD’s Pacifica [5] technologies) and I/O
virtualization support from upcoming PCI devices [6].

Unfortunately, current VMM designs are monolithic, that
is, all cores on a virtualized multi-core platform execute the
same set of VMM functionality. This paper advocates an
alternative design choice, which is to structure a VMM as
multiple components, with each component responsible for
certain VMM functionality and internally structured to best
meet its obligations [7]. As a result, in multi- and many-core
systems, these components can even execute on cores other
than those on which their functions are called. Furthermore,
it becomes possible to ‘specialize’ cores, permitting them to
efficiently execute certain subsets of rather than complete sets
of VMM functionality.

There are multiple reasons why functionally specialized,
componentized VMMs are superior to the current monolithic

implementations of VMMs, particularly for future many-core
platforms:

1) Since only specific VMM code pieces run on particular
cores, performance for these code pieces may improve
from reductions in cache misses, including the trace-
cache, D-cache, and TLB due to reduced sharing of
these resources with other VMM code. Further, as-
suming VMM and guest VMs do not share a lot of
data, VMM code and data are less likely to pollute a
guest VM’s cache state, thereby improving overall guest
performance.

2) By using a single core or a small set of cores for cer-
tain VMM functionality (e.g., page table management),
locking requirements may be reduced for shared data
structures, such as guest VM page tables. This can
positively impact the scalability of SMP guest VMs.

3) When a core executes a VMM function, it is already
in the appropriate processor state for running another
such function, thus reducing or removing the need for
expensive processor state changes (e.g., the VMexit trap
in Intel’s VT architecture). Some of the performance
measurements presented in this paper leverage this fact
(see Section II).

4) In heterogeneous multicore systems, some of these cores
may be specialized and hence, can offer improved per-
formance for doing certain tasks compared to other non-
specialized cores [8].

5) Dedicating a core can provide better performance and
scalability for the I/O virtualization path, as demon-
strated in Section III.

6) To take full advantage of many computational cores,
future architectures will likely offer fast core-to-core
communication infrastructures [9], rather than relying
on relatively slow memory-based communications. The
sidecore approach can leverage those technology devel-
opments. Initial evidence are high performance intercore
interconnects, such as AMD’s HyperTransport [10] and
Intel’s planned CSI.

In this paper, we propose sidecores as a means for structur-
ing future VMMs in many-core systems. The current imple-
mentation dedicates a single core, termedsidecore, to perform
specific VMM functions. This sidecore differs fromnormal
cores in that it only executes one or a small set of VMM
functionality, whereas normal cores execute generic guest VM
and VMM code. A service request to any such sidecore is



termed asidecall, and such calls can be made from a guest
VM or from a platform component, such as an I/O device.
The result is a VMM that attains improved performance by
internally using the client-server paradigm, where the VMM
(server) executing on a different core performs a service
requested by VMs or peripherals (clients). We demonstrate
the viability and advantages of the sidecore approach in two
ways. First, a sidecore is used to perform efficient routing
of service requests from the guest VM to a VMM, to avoid
costlyVMexitsin VT-enabled processors. Second, the sidecore
approach is used to enhance the I/O virtualization capabilities
of self-virtualized devicesvia efficient interrupt virtualization.
We conclude the paper with related work and future directions.

II. EFFICIENT GUEST VM-VMM C OMMUNICATION IN

VT-ENABLED PROCESSORS

Earlier implementations of the x86 architecture were not
conducive toclassicaltrap-and-emulate virtualization [11] due
to the behavior of certain instructions. System virtualization
techniques for x86 architecture included eithernon-intrusive
but costly binary rewriting [2] or efficient but highly intrusive
paravirtualization [1]. These issues are addressed by archi-
tecture enhancements added by Intel [4] and AMD [5]. In
Intel’s case, the basic mechanisms in VT-enabled processors
for virtualization areVMentry and VMexit. When the guest
VM performs a privileged operation it is not permitted to
perform, or when guest VM explicitly requests service from
the VMM, it generates a VMexit and the control is transferred
to the VMM. The VMM performs the requested operation
on guest’s behalf and returns to guest VM using VMentry.
Hence, the cost of VMentry and VMexit is an important factor
in the performance of implementation methods for system
virtualization.

Microbenchmark results presented in Figure 1 compare the
cost of VMentry and VMexit with the intercore communi-
cation latency experienced by the sidecore approach. These
results are gathered on a 3.0 GHz dual-core X86-64 bit, VT-
enabled system, running a uni-processor VT-enabled guest
VM (hereafter referred to as hvm domain). The hvm domain
runs an unmodified Linux 2.6.16.13 kernel and is allocated
256MB RAM. The latest unstable version of Xen 3.0 is
used as the VMM. The figure shows the VMexit latency for
three cases when the hvm domain needs to communicate with
the VMM: (1) for making a ‘Null’ call where VMCALL
instruction is used to cause VMexit but VMM immediately
returns; (2) for obtaining the result of CPUID instruction
which causes VMexit and VMM executes the real CPUID
instruction on hvm domain’s behalf and returns the result; and
(3) for performing page table updates, which may result in a
VMexit and corresponding shadow page table management by
the VMM.

The figure also presents comparative results when VM-
VMM communication is implemented as a sidecall using
shared memory (shm), as depicted in Figure 2. In particular,
one core is assigned as the sidecore, and the other core runs
the hvm domain, with a slightly modified Linux kernel. When
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Fig. 1. Latency comparison of VMexit and Sidecall approach

the hvm domain boots, it establishes a shared page with
the sidecore to be used as a communication channel. The
operations mentioned above are implemented as synchronous
shared memory requests to avoid VMexits. In the first case
(‘Null’ call), the sidecore immediately returns a success code
via the shared memory. In the second case, it executes the
CPUID instruction on the hvm domain’s behalf and returns
the result. The third case of page table updates is discussed in
detail in Section II-A.

Results demonstrate considerably higher performance for
the sidecall compared to the VMexit path. Hence, by replacing
VMexits with cheaper sidecore calls, the performance of
the hvm domain and of system virtualization overall can be
improved significantly. To implement the sidecalls described
above, only 7 lines of code was modified in the guest kernel
and only 120 lines of code in the form of a new kernel module
was added.

A. Page Table Update

This section describes how the sidecore approach can be
used to reduce the number of VMexits during page table
updates in a hvm domain.

Xen runs hvm domains by maintaining an extra page table,
called theshadow page table, for every guest page table. The
hardware actually uses the shadow page tables for address
translation. The changes to the guest page tables are propa-
gated to the shadow page tables by Xen. Page faults inside
hvm domains cause VMexits and the control goes to Xen. If
the fault didn’t happen because the guest and shadow tables
were not in sync, the fault is reflected back inside hvm domain
and its page fault handler is invoked. It brings the faulting page
into memory and updates the guest page table. Updating the
guest table again causes VMexit because it was marked read-
only by Xen. This time, Xen does the necessary propagation
of changes from the guest page table to the shadow page table
and resumes the hvm domain using VMentry. Hence, a typical
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Fig. 2. Implementing VMM services using Sidecore on X86 64bit VT
machine

page fault corresponding to creating a new page table entry
causes two VMexits and two VMentries.

In this case, the sidecore approach reduces the number
of VMEntries and VMexits to one. The domain’s page fault
handler code is modified so that instead of updating the guest
page table itself (which would cause a VMexit), it makes a
request to the sidecore, providing the faulting address and the
page table entry values. Since the sidecore already runs in
VMM mode, this process avoids the VMexit. The sidecore
updates the guest page table, propagates the values to the
shadow page table and returns control to the hvm domain.

In another case of page table update when a guest page table
entry is removed or modified, we also remove the correspond-
ing shadow page table entry and in addition, we must flush
the corresponding TLB entry. With the sidecore approach,
this requires sending an IPI for remote TLB flush. Currently,
this eliminates the benefits of the sidecore approach, since an
IPI implicitly causes a VMexit. A hardware recommendation
from our work, therefore, is that future many-core systems
can benefit from efficient implementations of certain cross-
core functions, in this case, an efficient hardware mechanism
for remote TLB flushes.

Figure 1 shows the latency benefits of using the sidecore
approach for guest page table entry (PTE) updates. The results
clearly show the approach’s benefits, on average providing
41% improvements in latency. Hence, using sidecores for page
table management can significantly improve the performance
of virtual memory-intensive guest applications. We also ran
LMbench [12] performance benchmarks and a Linux kernel
compilation to evaluate sidecore page table management.
Figure 3 shows LMbench’s context switching and page fault
performance comparisons. The context switch benchmark is
shown for 16 processes, with process sizes of 16KB each.
The latency improvement in page fault handling is due to low
latency PTE updates performed by the sidecore, as shown in
Figure 1. The context switching performance for sidecore is
improved as a result of page fault performance improvements.
The Linux kernel (version 2.6.16.13) compilation takes 676
seconds with VMexits and 668 seconds with sidecore. This
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Fig. 3. LMbench performance comparison for VMexit and Sidecore Call

relatively low performance benefit is due to the fact that the
majority of page faults being experienced are for memory
mapped IO (file IO), which are not yet handled by our sidecore
implementation and therefore, follow the VMexit path.

III. E NHANCING INTERRUPTV IRTUALIZATION FOR

SELF-VIRTUALIZED DEVICES

In current virtualized systems, e.g., those based on the
Xen VMM, I/O virtualization is typically performed by a
driver domain, which is a privileged VM with direct access
to the physical device. For ‘smart’ devices with on-board
processing capability, an alternative is to offload parts of
the I/O virtualization functionality from the driver domain
onto the device itself. These devices, hereafter termed self-
virtualized devices, provide a direct, low-latency I/O path
between the guest VM and physical device with minimal
VMM involvement. This model of VMM bypass I/O improves
performance and scalability [13], [14]. We have implemented a
self-virtualized network interface (SV-NIC) using an IXP2400
network processor-based gigabit ethernet board [15], details
of which appear elsewhere [13]. This SV-NIC provides virtual
network devices, hereafter termed as VIFs, to guest VMs for
network I/O. A guest VM enqueues packets on the VIF’s send-
queue and dequeues packets from the VIF’s receive-queue.

In the egress path, the micro-engines, which are part of
the IXP2400 NP, poll for packets in the guest VM’s send-
queue, which obviates the need of any involvement of the
VMM or the driver domain. However, in the ingress path,
the SV-NIC needs to signal the guest VM when packets are
available for processing on the receive queue. Since the SV-
NIC is a PCI device, it does so by generating a single master
PCI interrupt, which is then routed to a host core by the I/O
APIC. The master interrupt is intercepted by Xen, and based
on the association between bits in the identifier register, VIFs
and guest VMs, a signal is routed to the appropriate guest
VM(s). Specifically, the master PCI interrupt is generated by



the SV-NIC via a 8-bit wide identifier register – setting any
bit in this register generates the master interrupt on the host.
Hence, the SV-NIC can uniquely signal guest VMs for up
to 8 VIFs. However, when the number of VIFs exceeds 8,
these bits are shared by multiple VIFs, which may result in
redundant signaling of guest VMs and may cause performance
degradation.

In the sidecore approach, we use a VMM host core to carry
out the interrupt virtualization task. The sidecore continuously
polls the VIFs’ receive queues for any incoming packets and
in case of packet arrival, signals the corresponding guest VM.
This approach not only improves performance, by avoiding the
need for explicit interrupt routing, but it also improves perfor-
mance isolation between multiple guest VMs. One example is
a signal sent by SV-NIC for a VIF whose corresponding guest
VM is not currently scheduled to run on the host core where
the master interrupt is delivered. In our current implementation
without sidecore, such a signal unnecessarily preempts the
currently running guest VM to the ‘Xen context’ for interrupt
servicing. In contrast, the sidecore approach uses one host
core exclusively for interrupt virtualization and hence, does
not interrupt any guest VM unnecessarily. Further, we abandon
signaling via PCI interrupts altogether which reduces the
latency of the signaling path by avoiding redundant signaling.
A negative element of the approach is that all signals must
always be forwarded by the sidecore to the core running the
guest domain as an inter-processor interrupt (IPI). That is,
in this case, it is not possible to opportunistically make an
upcall from the host core processing master interrupt to the
guest domain in case the intended guest domain is currently
scheduled to run on the same host core.

Evaluation

In this section, we compare the latency of the network
I/O path for guest VMs using SV-NIC provided VIFs to
demonstrate the performance and scalability benefits of the
sidecore approach. The experiment is conducted across two
host machines. Each host is a dual 2-way HT Pentium Xeon
(a total of 4 logical processors) 2.80GHz server, with 2GB
RAM. The VMM used for system virtualization is Xen 3.0-
unstable. Each VM runs a paravirtualized Linux 2.6.16 kernel
with a small ramdisk root filesystem based on the Busybox
distribution and is configured with 32MB RAM. One CPU is
used as the sidecore while another CPU is assigned to Dom0.
The other 2 CPUs run the guest VMs.

For latency measurements, a simple libpcap [16] client
server application, termedpsapp, is used to measure the packet
round trip times (RTT) between two guest VMs running on
different hosts. The client sends 64-byte probe messages to
the server using packet socket. The server receives the packets
directly from its device driver and immediately echoes them
back to the client. The RTT serves as an indicator of the
inherent latency of the network path. Figure 4 compares
the RTT reported bypsappcomparing the SV-NIC without
the sidecore and the SV-NIC with a sidecore for interrupt
virtualization, as the number of guest VMs is increased on both
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Fig. 4. Latency of network I/O virtualization for SV-NIC without any
sidecore and SV-NIC with a sidecore.

hosts. On thex-axis is the total number of concurrent guest
domains ‘n’ running on each host machine. On they-axis is the
medianlatency and inter-quartile range of the ‘n’ concurrent
flows; each flow i ∈ n connectsGuestDomainhost1i to
GuestDomainhost2i . For each n, we combineNi latency
samples from flowi, 1 ≤ i ≤ n as one large set containing∑n
i=1Ni samples. The reason is that each flow measuresthe

samerandom variable, which is end-to-end latency when n
guest domains are running on both sides.

Results demonstrate that there is not much benefit from
using the sidecore approach for up to 8 guest VMs, since
a signal can be uniquely delivered to a certain guest VM.
Beyond 8 guest VMs, the SV-NIC without sidecore causes
redundant signaling, which adversely impacts latency. For
example, for 16 guest VMs, there are .5 redundant guest VMs
being scheduled for network I/O per packet on average. In
comparison, there is no redundant signaling for the SV-NIC
with sidecore, thereby improving latency. Larger latency gains
are obtained for 32 guest VMs because of yet more redundant
signaling.

In terms of variability as depicted by the inter-quartile range,
the sidecore approach provides less variability since the cost
of signaling for every VM is similar - the sidecore signals
the core where the target VM is executing via an IPI. In the
case without the sidecore, the opportunistic signal delivery as
described earlier where a target VM for the signal may be
scheduled to run on the same core which is interrupted results
in more variability. Redundant signaling further exacerbates
the variability.

IV. T HE SIDECOREAPPROACH: RANTS AND RAVES

The performance benefits of the sidecore approach for
VM-VMM communication might become less pronounced
as VMexit/VMentry operations are further optimized [17].
However, we believe that the sidecore approach can still pro-
vide significant advantages. First, since low latency inter-core



interconnects are important for attaining high performance
for parallel programs on future many-core platforms, they
are likely to be an important element of future hardware
developments. The latency of intercore communication can
be further decreased by cache sharing among cores or by
direct addressed caches from I/O devices [18]. Second, re-
architecting the virtualized system as a client-server design via
sidecores provides a clear separation of functionality between
VM and VMMs which might imply better performance for
VMs due to reduced VMMnoise, caused by the pollution
of architectural state. Moreover, it has been shown that using
functional partitioning is one of the important techniques for
improving scalability of system software in large scale many-
core and in multiprocessor systems [9].

One disadvantage of the sidecore approach is that its current
implementation requires minor modifications to the guest OS
kernel. However, these changes are significantly smaller than
a typical paravirtualization effort – 120 lines for setting up
the shared communication ring and 7 lines for sending a
sidecall request. Hence, the approach has a desirable property
of minimalparavirtualization. Besides, the approach can be dy-
namically turned on/off with a simple flag, allowing the same
guest kernel binary to execute on a VMM with/without the
sidecore design. Another trade-off is that the sidecore approach
causes wasted cycles and energy due to the CPU spinning used
to look for requests from guest VMs. This can be alleviated via
energy-efficient polling methods, such as the monitor/mwait
instructions available in recent processors. A final issue is
that the use of sidecores to run specialized functions might
make them unavailable for normal processing. A sidecore
implementation that dynamically finds available cores would
alleviate this problem, but we have not yet implemented that
generalization and therefore, cannot assess the performance
impacts of runtime core selection. For a static approach, we
hypothesize that in future large-scale many-core systems like
those in Intel’s tera-scale computing initiative [19], it will
be reasonable to use a few additional cores on a chip for
purposes like these, without unduly affecting the platform’s
normal processing capabilities.

V. RELATED WORK

Substantial prior research has addressed benefits of utilizing
dedicated cores, both in heterogeneous [8], [20] and homo-
geneous [21] multicore systems. Self-virtualized devices [13]
provide I/O virtualization to guest VMs by utilizing the
processing power of cores on the I/O device itself. In a similar
manner, driver domains for device virtualization [22] utilize
cores associated with them to provide I/O virtualization to
guest VMs. The sidecore approach presented in this paper
utilizes dedicated host core(s) for system virtualization tasks.
Particularly, we advocate the partitioning of the VMM’s
functionalities and utilizing dedicated core(s) to implement
a subset of them. A similar approach is used in operating
systems, where processor partitioning is used for network
processing [23], [24].

Computation Spreading [25] attempts to run similar code
fragments of different threads on the same core and dissimilar
code fragments of the same thread on different cores. Another
approach is to run hardware exceptions on a different hardware
thread (or core) instead of running it on the same thread
(core) [26]. While these solutions are targeted for better
utilization of the micro-architecture resources such as caches,
branch predictors, instruction pipeline etc., our solution is
targeted at improving VMM performance and scalability for
large scale many-core systems.

Intel’s McRT (many-core run time) [9] in sequestered mode
uses dedicated cores to run application services in non-
virtualized systems. This approach requires major modifica-
tions in the application to utilize the parallel cores. This is
in contrast to the sidecore approach, which requires only
minor modifications to the guest VM’s kernel and is aimed
at improving the overall system performance.

VI. CONCLUSIONS ANDFUTURE WORK

This paper presents the sidecore approach to enhance
system-level virtualization in future multi- and many-core
systems. The approach factors out some parts of the VMM
functionality in order to execute it on a specific host core,
termedsidecore. We demonstrate the benefits of this approach
by using it to avoid costly VMexits on VT-enabled processors
and by using it to improve the performance of self-virtualized
devices. Performance results demonstrate that the sidecore
approach improves the overall performance of the virtualized
system.

As part of ongoing work, we are exploring how to com-
ponentize other parts of the VMM, in order to enable them
to benefit from the sidecore approach. Toward this end, we
are constructing a lean driver domain, termed ‘stub-domain’,
for network virtualization. The goal is to implant only the
functionality required for this purpose, rather than using a
full fledged driver domain. This network stub-domain can
be further enhanced to execute the device models required
to virtualize I/O for hvm domains. We are also working
on policies and mechanisms to dynamically deploy sidecore
functionality on a normal core. Specifically, the VMM pe-
riodically gathers the CPU utilization from the scheduler to
determine which cores are a good target to execute dedicated
sidecore functionality for a specific period of time. In case the
processing resources are underutilized, this dynamic approach
provides the performance benefits of sidecore for currently
active VMs.
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